Abstract-Recently, wireless LANs based on the IEEE 802.11 standard have become popular and widely used, and Voice-over-IP (VoIP) is one of the most promising technologies to be used in mobile devices over wireless networks. Up-to-date, new technologies have improved, providing a high data rate to support various kinds of realtime applications. However, besides the need for higher data rates, seamless handoff is another important issue to be addressed in order to continue supporting real-time services across wireless LANs. In this paper we introduce a novel Access Point (AP) with two transceivers to improve network efficiency in terms of supporting seamless handoff and balancing the traffic load in a wireless network. In our proposed scheme, the novel AP will use the second transceiver to scan and find neighboring STAs in the transmission range and later send the result to its associate AP, which in turn compares and analyzes whether or not the STA should perform a handoff. The initial results from our simulations show the novel AP module is more effective than the conventional one in terms of providing a handoff process with low latency and support traffic load sharing with neighbor APs.
I. INTRODUCTION
Wireless LANs based on the IEEE 802.11 standard are now becoming popular and widely used for mobile Internet services. There are many Wi-Fi hotspots to support Internet access in many convenient areas such as airports, hotels, and coffee shops. These Wireless LANs now can provide high-speed Internet connectivity of up to 11Mbps (IEEE 802.11b) and 54Mbps (IEEE 802.11a/g) in order to support real-time services. Recent works [4] address the problem of a mobile host (STA) that moves from one access point (AP) to another while connected to the Internet. In this case the delay time involved in the handoff process when a STA switches from its current AP to an adjacent AP becomes an important issue in order to support host mobility in IEEE 802.11 networks for seamless mobile services.
Supporting Real-Time applications with continuous mobility implies that the total latency (layer 2 and layer 3) of the handoff must be small. Specifically, the overall latency should not exceed 50ms to prevent excessive delay and jitter [6] . Unfortunately, the vast majority of Wi-Fi based networks do not currently meet this goal. Layer 2-related latencies contribute approximately 90% of the overall latency, which exceeds 100ms [5] , while handoff-related latencies in layer 3 have an average of 15.37ms.
To accomplish this handoff latency time issue, we propose a novel AP with two transceivers that improves network efficiency in terms of reducing the latency time (layer 2 and layer 3) during the handoff process and supporting AP traffic load balancing. The novel AP uses the second transceiver to scan and find neighbor STAs in the transmission range and later send the result to its associate AP. This information will be useful for the AP to control its associated STAs initiate the handoff process when a neighbor AP can provide higher quality and/or to sharing the traffic load with neighbor APs. Besides the advantages provided by the latency time reduction and the traffic balance among APs, our handoff scheme does not require customers to change or upgrade their wireless LAN devices. Instead, users are only required to update the firmware in their devices in order to support the novel handoff scheme.
The rest of the paper is organized as follows. In section 2, we describe the handoff procedure in WLANs and its problematic. Section 3 discusses related work. Section 4 explains our proposed scheme in detail. Section 5 analyzes and simulates our proposed handoff scheme, including simulation results. Finally, we conclude the paper in section 6.
II. HANDOFF PROCEDURE
In WLANs, a STA leaving its current AP coverage area is required to initiate the handoff process for finding the next AP and establishing a link with that AP. The handoff is a function or process referring to the mechanism or sequence of messages exchanged by generally two APs and one STA, resulting in a transfer of physical layer connectivity and state information on the STA in consideration from one AP to another one. In IEEE 802.11, the conventional handoff process is a kind of hard handoff [1] , and as described in [3] the process has been divided into three phases: Detection phase, Search phase, and Execution phase (Fig.1) . The three phases are explained in more detail below.
-The detection phase is a discovery of the need for the handoff; the STA detects a reason of frame loss among collision, radio signal fading, or the STA being out of the AP's transmission range in order to make a decision to start the handoff. -The search phase includes a set of actions performed by the STA to find information needed to perform the handoff. IEEE 802.11 standard specifies two scanning modes (Active and Passive mode [1] ) used by the STA to gather information of APs in range.
-The execution phase is a two-step process. The STA sends a "reassociation request" frame to the intended new AP and later the new AP confirms the reassociation by sending back a response frame with a status value of "successful". The execution phase is the shortest possible, but the typical execution is longer because the new AP needs to authenticate the STA before the reassociation succeeds.
In the conventional handoff scheme (Fig.1) , the STA assumes the current AP is always in range and tries to retransmits data for a period time by reducing the bit rate if there is frame loss. Then, if after some period of time the STA cannot get any response, the STA will transmit consecutively a certain number of RTS frames. If no CTS is received the reason of the frame loss is stated as: station is out of transmission range. The time elapsed until the reason of the frame loss is clarified is the delay time in this phase.
After the reason of frame loss is proved, the STA will start the search phase by broadcasting a "probe request" frame in each channel and will wait for probe responses. APs in range will reply to the "probe request" frame by sending back "probe response" frames including their information. Finally, the STA receives the neighbor AP's information, analyzes it, and decides to handoff by starting the execution phase. The delay time in the search phase corresponds to the amount of time necessary to send the probe request and then wait for the probe response from APs in range.
In the execution phase, the STA sends a reassociation request frame to the new AP and later the new AP confirms the reassociation by sending back a "reassociation response" frame to the STA with a status of "successful". This phase will be longer if the new AP needs to authenticate the STA before reassociation succeeds.
According to the test bed in Table I [3], the latency time of the conventional handoff scheme does not meet the requirements of real-time applications such as VoIP (less than 50 ms). The detection phase is the longest phase in all cases, followed by the search phase and the execution phase. Thus, it is evident that a novel handoff scheme is necessary to improve the performance of wireless LANs. This can be achieved by reducing delay time in the handoff process and by improving the load sharing among neighbor APs.
III. RELATED WORK
Some research on improving the performance of wireless LANs through the reduction of delay time during the handoff process has been carried out recently. All these approaches intend to reduce the time spent in the search, and execution phases.
As described in [6] , the author shows the scanning latency is the dominant latency compared with the execution latency, and in [7] a new scheme was proposed to reduce it. The proposed scheme tries to reduce the time spent in the search phase by using the neighbor graph technique [7] to decrease the total number of scanned channels, as well as the total time spent on each channel during the search phase. The current AP provides the STA with information on neighbor APs, and when the STA starts the handoff it will scan only APs in the list that was provided by the current AP. This proposed scheme is also enhanced by a "Selective Neighbor Caching Scheme", which is introduced in [10] . Conversely, there is another proposed technique described in [12] focused on reducing the latency time in the execution phase by using the Frequent Handoff Region (FHR) selection algorithm. The FHR is a set of APs having higher possibilities that STAs visit them in the near future. The FHR is constructed based on the handoff frequency and users' priority. The STA that enters the area covered by the AP will perform authentication procedures for multiple APs rather than just the current AP. These multiple APs are selected using a Frequent Handoff Region (FHR) selection algorithm, which takes into account users' mobility patterns, service classes, etc. Since the STA is registered and authenticated for the FHR in advance, the handover latency resulting from re-authentication can be minimized.
Currently, to the best of the authors' knowledge, there is no research focusing on reducing the delay time in the detection phase, which is the longest phase, as well as improving the performance of wireless networks through traffic load balancing among neighbor APs. Thus, the idea of a novel handoff scheme that provides a seamless handoff and supports traffic load sharing becomes very attractive.
IV. THE PROPOSED HANDOFF
As mentioned in [3] , the main difficulty in deciding whether to perform the handoff or not is to determine the reason for the frame loss among collision, the radio signal fading, or the STA begin out of range. The techniques used by most WLAN cards will spend a lot of time in the detection phase to prove the AP is out of range before starting the search phase. In the search phase the STA also spends a long time broadcasting a "probe request" frame in each channel and waiting for probe responses from neighbor APs in order to find the information of neighbor APs. These high delay times prohibit the support of real-time services. Nevertheless, by using the conventional handoff scheme, the STAs will not be able to start the handoff until there are frame losses because there is no information regarding neighbor APs and the handoff process is controlled by the STAs. Thus, in order to improve the performance of wireless LANs and reduce the latency time in the handoff process, we introduce a novel AP with two transceivers. This AP will use the second transceiver to scan and find the information of neighboring STAs in its range by using a fast passive scan mode (shown in Fig.4) , while the first transceiver works as a normal transceiver in the conventional scheme (sends and receives data). The information on neighbor STAs received from a second transceiver will be sent back to its associated APs (the AP of those STAs), and then those APs will compare this information with that of other neighboring APs and its own AP. In our proposed scheme, it is the AP who controls the handoff process instead of the STA. The AP will send a "handoff request" message to its STAs to start the handoff to neighbor APs while providing better quality.
As shown in Fig.2 (a simplified model of our proposed scheme) and Fig.3 (the message flow of our proposed handoff scheme), AP2 will use the second transceiver to scan and find information of neighboring STAs in its transmission range by using fast passive scan mode. In Fig.3 , AP2 will receive a data frame from the STA (by using the second transceiver) when the STA sends a data frame to AP1. AP2 analyzes this information and then sends back in-advance information to the associated AP (AP1) via a gateway (in-advance information includes the received signal strength of the STA and the traffic load condition of AP2). AP1 will analyze and compare this information with its own data, and could eventually decide to inform the STA to perform the handoff process. (The novel handoff scheme will use the Hysteresis factor to compare the signal strength between AP1 and AP2 in order to avoid the ping-pong effect).
Regarding the process to inform the STA, AP1 will first perform the pre-authentication process with AP2. AP1 sends an "Authentication Request" message to AP2. AP2 receives the message and performs an authentication procedure for the STA and sends back an "Authentication Response" message to AP1 (this message contains several pieces of information including the session key and WEP key). AP1 receives the response message and then sends a "handoff request" message, including the information of AP2 to the STA. At the same time, AP1 will send all buffered data (for the STA) to AP2. The STA starts the reassociation process to the new AP (AP2) by sending a "Reassociation Request" message to AP2 and waits for a reassociation response. Finally, AP2 replies with a "Reassociation Response" message to the STA and starts sending to it all buffered data previously sent by AP1. Fig.4 shows the flow diagram of the fast passive scan phase in the APs. First, the AP will check the list of channels that the APs in the network are currently using, to scan nearby STAs in its range (the presence of a gateway server that records all information regarding to all APs in the network has been assumed). Then the AP starts to scan from first channel in the list and continue scan the next channel, it will not scan the channel is currently used by its first transceiver. This scan phase will start by listening and waiting for data frames on each channel -a waiting time of 200 ms has been used based on the assumption that every STA is transmitting realtime packets with a packet inter-arrival time smaller than 50 ms). Upon receiving a data frame from any STA the AP analyzes it and then sends back the in-advance information, including the signal strength of the packet sent by the STA and its own traffic load conditions, to the AP associated with the STA (the address of the AP associated with the STA can be directly extracted from the header of the data frame sent by the STA). This procedure is carried out separately for every channel.
In the proposed handoff scheme, the handoff process will be controlled by the network instead of the STAs. The APs will compare not only the signal strength, but also analyze the traffic load condition of neighboring APs. The handoff algorithm and its associated terminology is shown in Table III . Algorithm 1 is used by an AP to analyze the data sent by neighboring APs and compare it with its own data. An example of the operation data is shown in Table II .. The data on traffic load at every AP allow us to balance the traffic load among neighbor APs by controlling the number of STAs in each cell. This is done to assure a higher Quality of Service (QoS) for realtime services.
In algorithm 1, we first calculate the signal strength of the packet sent by the STA in current AP (Xc) and the neighboring AP (Xn) by using the weighted average shown in Eq.1. The weighted average is intended to smooth the variable conditions of the signal strength STA n APn x dBm y % Figure 5 . The Simulation Environment.
along time. At the same time, we calculate the traffic load of the current AP (Yc) and neighboring APs (Yn) using Eq.2. In order to compare the current AP's and neighbor AP's capabilities, a parameter named as Handoff Factor (HOF) has been defined. The HOF, shown in Eq. 3 and 4, gives us a practical way to compare two APs that takes into account both the signal strength and the traffic load conditions. In case the signal strength of the packet sent by the STA is lower than the threshold in the current AP and higher than the threshold in a neighbor AP, the current AP will send a "Handoff request" message to the STA asking it to start the handoff process to the neighbor AP. In case the signal strength of the packet sent by the STA is higher than the threshold in the current AP, the STA will start the handoff process if and only if the signal strength measured at the neighbor AP is higher than a simple sum of threshold and hystersis, and the HOF of the neighbor AP (HOFn) is higher than a sum of the HOF of the current AP (HOFc) and the HOF of the Hystersis (HOFh). Otherwise, the STA will continue being associated with the current AP. 
A. Advantage A novel AP with two transceivers can reduce the latency time in the handoff process to support real-time service in a wireless network such as Voice-over-IP (VoIP) and E-Conference. In our proposed scheme, the STA can switch to a new AP with higher quality (comparing both the signal strength and traffic load conditions).
The handoff process is controlled by the AP, which makes it easy to manage the wireless network in terms of traffic load sharing (traffic load balance among neighbor APs). This feature can reduce the number of packets dropped due to traffic overload in one cell improving the performance of the overall network.
The proposed handoff scheme is compatible with all commercial wireless LAN cards. Customers only need to update the firmware, which can be generally downloaded from the vendor's website, without adding or changing any hardware component.
B. Disadvantage
The disadvantage of the proposed handoff scheme is the two radio interfaces that every AP in the system should have. However, this is not a big deal when compared with other proposals that require changes in current wireless LAN cards because it is always more viable to introduce changes in the network operator side. Thus, customers do not need to buy a new wireless LAN card in order to use the proposed handoff scheme.
V. PERFORMANCE EVALUATION
In this section, the performance of the proposed handoff scheme is evaluated and compared with the conventional scheme. Two simulation models were built to observe the throughput and the end-to-end delay time of the STA (the simulation environment is shown in Fig.5) , and also the traffic load of the network (the simulation environment is shown in Fig.8 ). The OPNET Modeler program [21] has been used to implement the simulations and compare results.
VoIP traffic based on G.711 codec standard (the simplest voice codec standard) [18] was used so that a VoIP packet was generated every 20ms, with 160-byte data, 12-byte RTP header, 8-byte UDP header, and 20-byte IP header. The VoIP packet size at the IEEE 802.11 MAC layer becomes 200 bytes per packet, and the data rate is 80 kbps.
A. Throughput
First, we compare the throughput of the STA by using the simulation environment shown in Fig.5 : two APs with a cell radius of 300m and a transmission power of 200mW connected to each other via a gateway. The distance between the centers of two neighboring APs is 500m. The simulations consider a STA moving from AP1 to AP2 at a walking speed (5Km/h) using the conventional scheme, and later using the proposed scheme to compare the results. The initial results from our simulations (Fig.6) show that the STA in our proposed handoff scheme can start the handoff faster than that of the conventional one. This is because the AP2 received a data frame from the STA and sent the inadvance information back to AP1. AP1 compares that information with its own data through the calculation of the respective HOFs and finally orders its own STA to start the handoff to AP2 because in this case AP2 can provide better quality than AP1. Besides, it was observed that there is a small latency time associated with the throughput drop during the handoff process in our proposed handoff scheme compared to that of the conventional one. This is because there is no delay time associated with the detection phase and search phase, and the delay time in the execution phase is also reduced. The total delay time in the proposed handoff scheme yielded between 3 and 5ms, while it is between 1700 and 1900ms for the conventional scheme.
B. Delay Time
Using the same simulation environment described above (shown in Fig.5 ) the proposed handoff scheme was compared with the conventional one in terms of end-toend packet delay. The result in Fig.7 shows the proposed scheme does not effect to the end-to-end packet delay time of the STA during normal situation. Besides, the end-to-end packet delay time during the handoff process is up to 4ms (at the point 264m from AP1), while it is up to the "Not available value" (at the point 296~300m from AP1) for the conventional scheme. This is because the delay time of the conventional scheme is more than the "Maximum receive lifetime" that we set in OPNET (500ms) and all data packets are dropped in this period.
C. Traffic Load
Finally, we evaluate the performance of the proposed handoff scheme in terms of traffic load balancing compared with the conventional one by using the simulation environment shown in Fig.8 . In the simulations a group of ten STAs was moving in the overlapping area of three neighboring APs (each AP has its own associated STAs moving freely in its cell). For this simulation scenario the proposed scheme was compared with the conventional one.
The initial results from the simulations ( Fig.9 and Fig.10) show that the proposed handoff scheme provides a very good level of traffic load balancing among APs. Every AP controls the handoff process of its own associated STAs to balance the traffic load of the overall network (allowing the traffic-load sharing with its neighbor APs as shown in Fig.10 ). In contrast, it can be seen in figure 9 that the conventional scheme does not provide any sort of load balancing since the STA-initiated handoff mainly depends on the signal strength measured at the STA.
Furthermore, Figure. 11 shows the total number of dropped packets in the network. The proposed handoff scheme can reduce the number of dropped packets resulting from traffic overload in APs. This is due to the fact that when the traffic load increases in any AP, it compares the traffic load with its neighbor APs and eventually commands its own STA to handoff to a neighbor AP that is able to provide a higher quality (meaning a lower traffic load in comparison with the current AP). In contrast, the STA in the conventional handoff scheme will initiate a handoff to a neighboring AP basically based on the received signal strength, irrespective of the traffic load of its associated AP. 
VI. CONCLUSION
In this paper, we have proposed a novel AP equipped with two transceivers. The AP largely improves the performance of wireless LANs in terms of latency time during the handoff and also provides traffic-load balance among APs in the network. The STAs in the proposed handoff scheme will start a handoff faster and smoother than in the conventional scheme. The handoff delay time of both the detection phase and the search phase are omitted, and the delay time of the execution phase is largely reduced. Furthermore, as the handoff process is controlled by the AP instead of the STA, the network is able to provide traffic-load balance among neighbor APs, thus the proposed scheme can reduce the number of dropped packets due to traffic overload. The simulation results show a large reduction of the delay time and a fair traffic-load sharing among neighbor APs.
Besides, the disadvantages of our method are basically that APs must be equipped with 2 radios and users need to update the firmware of their wireless LAN cards. However, the seamless handoff scheme provided by the proposed mechanism largely compensates these disadvantages by improving the support of real-time services and the distribution of traffic load inside a WLAN. Furthermore, it could even be more enhanced in the future in order to support higher data rates.
